
 
 

Year 11 Assessment Weeks   

Information for students & families  

  

Subject information for: Computer Science   
  
Class teachers: Mr Roush  
  
Number of exams:   
Component 1: Computer Systems   
Component 2: Computational thinking, algorithms and programming   
  
Length of exam(s): 2x 45 minute exams  
  

Types of questions: Mixture of theoretical exam questions (including 6 markers), along with 
algorithm type questions, as well as the more Mathematical based questions, including hex, 
binary, logic gates/expressions and file size calculations.  
  
What will be included in this assessment?   
  
These written papers will be based upon aspects of all the topics for Component 1 and 2 of 
the OCR GCSE Computer Science specification.   
  
Ensure you have a copy of the PLC (Personal Learning Checklist), which covers the 
specification in further detail.   
  
  
Component 1   
1.1 – System Architecture   
1.2 – Memory & Storage  
1.3 - Computer networks, connections & 
protocols  
1.4 – Network Security   

Component 2   
2.1 Algorithms  
2.2 – Programming Fundamentals  
2.3 – Producing Robust Programs   
2.4 – Boolean Logic   
2.5 – Programming languages and Integrated 
Development Environments  

  
Useful Resources  

Revision Books  
  

Blue CGP OCR GCSE Computer Science Revision Book  

OCR Exam Builder  
  

https://exambuilder.ocr.org.uk/marketing/Security/login   
  
Username: nrees@didcotgirls.oxon.sch.uk  
Password: password  

YouTube Channel  Craig n Dave (OCR J277 GCSE Computer Science)  
  

Online Learning  
  

Seneca Learning  
Smart Revise (Including Quiz and Advance Mode)  

Microsoft Teams  
  

Contains presentations, past papers and further revision 
resources  

  

 
 
 
 
 

https://exambuilder.ocr.org.uk/marketing/Security/login
mailto:nrees@didcotgirls.oxon.sch.uk


OCR Computer Science: Personal Learning Checklist 
Component 1 

 

1.1  Systems Architecture 
https://student.craigndave.org/videos/slr1-1-systems-architecture 

Resources 
Created 

Revised RAG  

1.1.1 Architecture of the CPU 
Understand the purpose of the CPU (Central Processing Unit) 
 

   

Describe what actions occur at each stage of the FDE cycle 
 

   

Describe the role/purpose of the ALU (Arithmetic Logic Unit), 
including what it stores 

   

Describe the role/purpose of the CU (Control Unit), including what it 
manages/controls 
 

   

Explain what is meant by a register 
 

   

Explain the role/purpose of the MAR (Memory Address Register), 
including what it stores 
 

   

Explain the role and operation of the MDR (Memory Data Register), 
including what it stores 
 

   

Describe the role of the Program Counter, including what it stores 
 

   

Describe the role of the Accumulator, including what it stores 
 

   

Describe what cache is and what it stores 
 

   

1.1.2 CPU Performance    

Explain the purpose of the clock speed and how it affects the 
performance of the CPU 

   

Explain why increasing the cache size can affect the performance of 
a CPU 

   

Explain why increasing the number of cores can affect the CPU 
performance 

   

1.1.3 Embedded Systems    
Explain what embedded systems are and the characteristics of 
embedded systems 

   

Provide examples of embedded systems 
 

   

 

 

 

 

 

 

 

 

 

https://student.craigndave.org/videos/slr1-1-systems-architecture


1.2  Memory & Storage 
https://student.craigndave.org/videos/slr1-2-memory-and-storage 

Resources 
Created 

Revised RAG  

1.2.1 Primary Storage 
Explain the need for primary storage    

Describe the purpose of ROM (what does it store?) in a computer 
system 

   

Describe the purpose of RAM (what does it store?) in a computer 
system 

   

Explain the key characteristics of RAM     

Explain the key characteristics of ROM    

Explain the difference between RAM and ROM 
 

   

Explain why virtual memory may be needed in a system 
 

   

Explain how virtual memory works, including the transfer of data 
between RAM and HDD when RAM is filled 

   

1.2.2 Secondary Storage    
Explain the need for secondary storage    

Explain the need for secondary storage (explain why we need them)    

Describe the pro’s, con’s and uses of Optical    

Describe the pro’s, con’s and uses of Magnetic    

Describe the pro’s, con’s and uses of Solid State    

Describe the differences between each type of storage device/media    

Select suitable storage devices and storage media for a given scenario    

Explain the following characteristics regarding different storage 
devices: 
 
- Capacity 
- Speed 
- Portability 
- Durability 
- Reliability 
- Cost 

   

1.2.3 Units    
Explain why data must be stored in a binary format    

To be familiar with the data units and moving between each: 
 
- Bit 
- Nibble (4 bits) 
- Byte (8 bits) 
- Kilobyte (1,000 bytes or 1 KB) 
- Megabyte (1 million bytes or 1,000 KB) 
- Gigabyte (1 billion bytes or 1,000 MB) 
- Terabyte (1,000 GB) 
- Petabyte (1,000 TB) 

   

https://student.craigndave.org/videos/slr1-2-memory-and-storage


1.2.4 Data Storage    

Convert denary whole numbers into 8-bit binary numbers from 0-255.    

Convert 8-bit binary numbers into a denary number    

Add two binary integers together (up to and including 8-bits)     

Explain why overflow errors may occur    

Complete both left and right binary bit shifts    

Discuss the effect of a left and right binary bit shift on a number    

Convert from binary to hexadecimal     

Convert from hexadecimal to binary    

Convert from denary to hexadecimal    

Convert from hexadecimal to denary    

1.2.4 Characters    
Explain why computer systems use the binary language to represent 
characters 

   

Describe the term character set 
 

   

Describe the relationship between the number of bits per character in 
a character set, and the number of characters which can be 
represented 

   

Describe the character set, ASCII (8-bits), including the relationship 
between the number of bits per character the number of characters 
which can be represented 

   

Describe the character set, UNICODE, including the relationship 
between the number of bits per character the number of characters 
which can be represented 

   

1.2.4 Images    

Explain the representation of an image is made up a series of pixels 
represented in binary 

   

Explain the need for metadata to be included in the file such as 
height, width and colour depth 

   

Explain what is meant by the term resolution    

Explain the effect of the resolution on the quality of the image and the 
size of an image file. 

   

Describe what is meant by the term colour depth    

Discuss the effect of colour depth on the quality of the image and the 
size of an image 

   

Calculate the size of an image file: 
 
Image File Size = colour depth * image height (px) * image weight (px) 
 

   



1.2.4 Sound    

Explain what is meant by the term ‘sampling’    

Explain the process of sampling    

Explain what is meant by the term ‘sample rate’    

Explain what is meant by the term ‘bit depth’ (the numbers of bits 
available to store each sample). 

   

Calculate the size of a sound file: 
 
Sound File Size = sample rate x duration x bit depth 
 

   

Explain the effect of sample rate, duration, and bit depth on the 
following: 
 
- The playback quality 
- The size of the sound file 

 

   

1.2.5 Compression    

Define the term compression    

Explain the need for compression, with different scenarios where 
compression may be needed. 

   

Describe the different types of compression and when we would use 
both, including: 
 
- Lossy 
- Lossless 

 

   

Explain the advantages and disadvantages of each type of 
compression 

   

 

1.3 Computer Networks, Connections & Protocols 
https://student.craigndave.org/videos/slr1-3-computer-networks-
connections-and-protocols  

Resources 
Created 

Revised RAG  

1.3.1 Networks and Topologies    
Describe the features/characteristics of a LAN, including common 
examples  

   

Describe the features/characteristics of a WAN, including common 
examples 

 
 

  

Identify and describe the factors that affect the performance of 
networks including: 
 
- Number of devices connected 
- Available bandwidth 
- Wired or wireless 

 

   

Describe the roles of computers in a peer-to-peer network, including 
pro’s and con’s 

   

Describe the roles of a computer in a client-server network, including 
pro’s and con’s 

   

https://student.craigndave.org/videos/slr1-3-computer-networks-connections-and-protocols
https://student.craigndave.org/videos/slr1-3-computer-networks-connections-and-protocols


Identify and describe the tasks of the different hardware needed to 
set up a LAN, including: 
 
- Wireless Access Points 
- Routers 
- Switches 
- NIC (Network Interface Card) 
- Transmission Media (Wired/Wireless) 

 

   

Describe what the Internet is (a worldwide collection of computer 
networks) 

 
 

  

Explain the role of a DNS (Domain Name Server) in the conversion of a 
URL to an IP address 

 
 

  

Explain the concepts of servers providing services, e.g., web servers 
allowing retrieval/storage of web pages. 

   

Explain the concept of a client-server network, where clients 
request/use services from a server 

   

Explain what is meant by the Cloud  
 

  

Describe the advantages of and disadvantages of the Cloud    

Describe the Star and Mesh network topologies    

Explain the advantages of the Star and Mesh topologies     

Explain the concept of virtual networks    

1.3.2 Wired and Wireless Networks, Protocols and Layers    

Compare benefits and drawbacks of wired versus wireless connection    

Describe modes of connection including wired (Ethernet) and Wireless 
(WiFi and Bluetooth) 

   

Describe the process of encryption to secure data across network 
connections 

   

Describe the format and uses of an IP address (IPv4 and IPv6)    

Describe the use of MAC addressing within a network    

Explain the uses of different protocols, including: 
  

• TCP/IP (Transmission Control Protocol/Internet Protocol) 

• HTTP (Hyper Text Transfer Protocol) 

• HTTPS (Hyper Text Transfer Protocol Secure) 

• FTP (File Transfer Protocol) 

• POP (Post Office Protocol) 

• IMAP (Internet Message Access Protocol) 

• SMTP (Simple Mail Transfer Protocol) 
 

   

Describe the concepts and purpose of each network layer    

 

 

 

 



1.4 – Network Security 
https://student.craigndave.org/videos/slr1-4-network-security  

Resources 
Created 

Revised RAG  

1.4.1 Threats to Computer Systems and Networks    
Explain what malware can do when installed on a computer 
system/network and the different types, including: 
 
- Worm 
- Trojan Horse 

 

   

Describe what happens when a Denial of Service (DOS) attack is 
carried out 

   

Describe the concept of a brute-force attack 
 

   

Describe the use of social engineering to retrieve data through 
phishing and people as the ‘weak point’ 

   

Describe what is meant by the term‘data interception’ and ‘theft’ 
 

   

Describe the stages of an SQL injection attack 
 

   

1.4.2 Identifying and Preventing Vulnerabilities    

Identify and describe precautions to prevent vulnerabilities and what 
each prevention method may limit/prevent. Including: 
 

- Penetration Testing 
- Anti-Malware Software 
- Firewalls 
- User Access Levels 
- Passwords 
- Encryption 
- Physical Security 

 

   

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://student.craigndave.org/videos/slr1-4-network-security


 
Computer Science: Personal Learning Checklist 

Component 2 
 

2.1 Algorithms 
https://student.craigndave.org/videos/slr2-1-algorithms  

Resources 
Created 

Revised RAG  

2.1.1 Computational Thinking    
Define and provide examples of abstraction  

 
  

Define and provide examples of decomposition  
 

  

Complete the main steps of a binary search to find a specific item  
 

  

Complete the main steps of a linear search to find a specific item  
 

  

Complete the main steps of a bubble sort to put a list into ascending 
order 

 
 

  

Complete the main steps of a merge sort to put a list into ascending 
order 

 
 

  

Complete the main steps of an insertion sort to put a list into 
ascending order 

 
 

  

Use flowcharts to understand the process of an algorithm (can also 
identify the correct shapes for the correct techniques) 

 
 

  

Create and use trace tables to follow an algorithm and identify the 
changing states of a variables value 

 
 

  

 

2.2 Programming Fundamentals 
https://student.craigndave.org/videos/slr2-2-programming-
fundementals  

Resources 
Created 

Revised RAG  

2.2.1 Programming Fundamentals    
Define and understand the purpose of variables    

Define and understand the purpose of constants    

Identify and explain the purpose of different arithmetic operators  
(+, -, *, /, MOD, DIV, ^) 

   

Identify and explain the purpose of the different Comparison operators  
( ==, !=, <, <=, >, >= ) 

   

Identify the common Boolean operators – AND, OR and NOT    

Describe and identify the use of sequences    

Describe and identify the use of selection    

Describe and identify the use of iteration (count and condition- 
controlled loops) 
 
 
 
 
 
 
 

   

https://student.craigndave.org/videos/slr2-1-algorithms
https://student.craigndave.org/videos/slr2-2-programming-fundementals
https://student.craigndave.org/videos/slr2-2-programming-fundementals


 
 
 

2.2.2 Data Types    
Identify and describe the relevant data types, giving suitable data types 
for a specific scenario. Data types include: 
 
- Integer 
- Real 
- Boolean 
- Character & String 

 

   

Understand that data types may change temporarily through casting 
 

   

2.3.3 Additional Programming Techniques    

The use of SQL to search for data, using the following SQL commands: 
 
- SELECT 
- FROM  
- WHERE 

 

   

The use of arrays (or equivalent) when solving problems, including both 
one-dimensional (1D) and two-dimensional (2D) 

   

How to use sub programs (functions and procedures) to produce 
structured code 

   

Explain the difference between a function and a procedure 
 

   

Explain the benefits of using sub-programs (functions/procedures) 
within your code 

   

The use of the following within functions and procedures: 
 
- Local variables/constants 
- Global variables/constants 
- Arrays (Passing and returning) 

 

   

Be able to create/generate and use random numbers in a 
program/algorithm 

   



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2.3 Producing Robust Programs 
https://student.craigndave.org/videos/slr2-3-producing-robust-
programs  

Resources 
Created 

Revised RAG  

2.3.1 Defensive Design    
Describe the different defensive design considerations, including: 
 

- Anticipating misuse 
- Authentication (Username & passwords, biometrics, ID cards) 

 

   

Understand of how to deal with invalid data in a program, including: 
 

- Validation Techniques (Length, Range, Presence, Format, 
Lookup) 

- Verification Techniques (Double Entry and Proof Reading) 
- Data Sanitisation 

 

   

Identify and describe different methods to maintain your program and 
how these are useful, including: 
 

- Comments 
- Indentation 
- Meaningful variable names 
- Use of sub programs (procedures and functions) 

 

   

2.3.2 Testing    
Explain the purpose of testing    

Describe the different types of testing, including: 
 

- Iterative 
- Final / Terminal 

 

   

Describe the difference between syntax and logic errors    

Select and use suitable test data including: 
 

- Normal 
- Boundary 
- Invalid / Erroneous 

 

   

Refining / correcting algorithms 
 

   

https://student.craigndave.org/videos/slr2-3-producing-robust-programs
https://student.craigndave.org/videos/slr2-3-producing-robust-programs


 

 

2.4 Boolean Logic 
https://student.craigndave.org/videos/slr2-4-boolean-logic  

Resources 
Created 

Revised RAG  

2.4.1 Boolean Logic    
Explain why data is represented in computer systems in binary form    

Complete simple logic diagrams using the operations, AND, OR, NOT    

Complete simple truth tables    

Combine Boolean operators using AND, OR, NOT to two levels    

Apply logical operators in appropriate truth tables to solve problems    

2.5 Translators and Facilities of Languages  

https://student.craigndave.org/videos/slr2-5-programming-
languages-and-ides  

Resources 
Created 

Revised RAG  

2.5.1 Languages    
Describe the characteristics and purpose of different levels of 
programming language, including: 
 

- High-level languages 
- Low-level languages 

 

   

Explain the need for translators    

Describe the purpose of a complier translator     

Describe the purpose of an interpreter translator    

Explain the differences between a compiler and interpreter    

Explain the benefits and drawbacks of using a compiler and an 
interpreter 

   

2.5.2 The Integrated Development Environment (IDE)    

Identify and describe the common tools and facilities available in an 
integrated development environment (IDE), including: 
 

- Editors 
- Error Diagnostics 
- Run Time Environment 
- Translators 

 

   

Explain how each of the tools identified above can be used to help a 
programmer develop a program 

   

https://student.craigndave.org/videos/slr2-4-boolean-logic
https://student.craigndave.org/videos/slr2-5-programming-languages-and-ides
https://student.craigndave.org/videos/slr2-5-programming-languages-and-ides

